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Comment

This section covers matters now dealt with in 18 U.S.C. §2388. As- -

Cunder existing law, the proscription is limited to conduet oecury g

‘in time of war and, aocompampd y an intent adversely to affect United

States military operations. The statement must be one of “fuct”’—that

».. w1 vis, snsceptible of proof of truth or falsity-—as distinguished from . .~

;_*' thtwal opinion. See Pierce v. United States, 252 U&. 239 (1920) S
bee Working Papers, pp. 446-47, 448-50, R |

§ 1112. Tspionage.

© (1) Offense. A person is guilty of espionage if he:
(2) reveals national security information to a foreign powsr -
or agent thereof with intent thaf such informdtion be used in g
.- & manuer prejudicial to the safety or interest of the United ; .
- States; or - . |
“(b) in time of war, ehcxtfi, collects or records, or pubhshes or .-
otherwzse conummtcates natmnal security information_with - . P ‘

b

(2) Grading, Dspwnage is a Class A felony if commxtted in - _'.‘

% time of war.or if the information directly concerns military mis- - "~ |
© ! giles, space vessels, satellites, nuclear weaponry, early warning
© gysters or other means of defense or retaliation against catas-
~ trophic enemy attack, war plans, or any other major element of
- defense strategy, including security intelligence, Otherwxse

. % espionageis a Class B felony. g
. L"\ .~ (8) Attempt and Conspiracy. Atterapted espionage and cone oA
1. spiraecy to commit espionage are punishable equally with the com- C
pleted olfense. Without limiting the applicability of section 1001 '\

. (Criminal Attempt), any of the following acts is sufficient to
" constitute a substantial step uader section 1001 toward cominis-
\"  sion of espionage under subsection (1) (a): obtaining, collecting,
' or eliciting national security information or entéring a resiricied
area to obtain such inforration.
-(4) Definitions. In this sections: ;
(1) “national security mi’ormatmn” means mforma,txon ' ',J
" regavding: o
(i) the military capability of the United States or of a- C
nation at war with a nation with which the United States - |
Jdsatwar;
(il) military or defense planning or operatxons of the R
United States; !
- (iii) wilitary comwunications, research or dewlopment ‘
of the United States; _
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“ L (iv) restricted data as defined in 42 U.S.C. § 2014 (relat~
- L ing to atomicenergy);
i (v) security intelligence of the United States, including.

. plans, estimates, analyses, sources and methods;
~(vi) classified communications information as defined in
section 1114; ' ‘ R
(vii) in-time of war, any other information relating to =~
national defense which might be useful to the enemy; L
o (Db) “military” connotes land, sea or air military and both
- ofiensive and defensive measures; : :
2 (e) “foxeign power” includes any foreign government, fac-
.. 7 tiom, party, or military force, or persons purporting to act as
" such, whether or not recognized by the United States, any
international organization, and any armed insurrection within
,. the United States. N .
~ (d) “agent” means representative, officer, agent or eniployee
or, in case of a nation, a subject or citizen,

r R Comment _ ,
Lo . This formulatjon of espionage substantially carries forward exist- -
.. ing espionage statutes, 18 U.S.C. §§ 793-798. The term “reveals” is -
+, - used in subsection (1) (a), however, to deal*with problems raised in . =
' - connection with the t)rm]gmﬁm%_qunfgrmggigzmbllg public domain,
A I;ermns n court bo distinguish hetween the nssembly and analysis of
- Ly such information so ag to constilute a revelation, and the simple . '
i transmittal of, for example, u daily newspaper. Tfl.e&uhmbilib){.«re'

. communications matters, now covered by 42 U.S.C. §2274 and 18 .1
0 US.C. 88 798 and 959, : o

e e e et e+ ——

+ ;" manner similar to the change with respect to sabotage. See comment -
e i to § 1105, supra. - o o
70w Subseetion (8) grades attempts at the same level as the completed .

-, oflense, which will not always Ee the case under the general attempt -
provision, §1001. By specilying conduct suflicient to constitute an -

SRR

P 18 TUB.CL§ 793 () and (b).
Lo T Bes Working Papers, pp. 450-54.

§ 1113. Mishandling National Security Inf rmation.
A person is guilty of a Class C felony if/ in reckless digregard

- of polential injury lo the nutional security of the United Suu.cu,)
T ' R

3802020 T : B
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Co \‘ s guirement_ of subsection (1) (a) is teken from 18 U.S.C. § 798, Tho -

-7 definition of national seenrity information in subsection (4) () is " _
oy suggested by judicial construction of existing law. Note the inclusion PR
.+ of restricted data under the Atomic Energy Act and of intelligence and - B

Subsection (2) changes the grading scheme of existing law in a NIE

4 attempt (provided culpability is also present) ,, this subsection elim- . " N :
- inates the need for separate statutes dealing with those matters, Of- i 00

“informaiion relaling fo infelligence operations, activities, .
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. oné not authorized toveceiveit;

2 (b) violates a known duty, to which he is subjectas a bu‘olic
“gervant, as to custody, care or disposition of national security
~information or as to reporting an unlaw{ul removal, delivery,
- loss, destruction, or compromise of the security of such infor- -
~mation; oy

(¢) knowingly having possession of a document or thing
containing national security inforrmation, fails to deliver it on -
. demand {o a public servant of the United States entitled to .

O - receiveit, ‘ . N
. “National security information” has the meanmg plescrxbed in
‘section 1112 (4).

00mment

~ This secblon deals with reckless mishandling of national security -
.information in substantially the ssine manner as does existing law, -
~under 18 T.8.C. § 793(c) (d) and (e) and other Title 18 provisions
addressed to communication with reason to believe the conduct may -
‘injure the United States. This section algo covers provisions on re-:
‘stricted data under the Atomic I]nergy Act and provisions dealing
- with intelligence and communications matters. See 42 US.C. §2274:

18 U.8.C. '*§798 052,
. See Wox lcmg Pa.pers, pp. 454-56.

o*

§1114. Misuse of Classified Communications Information, v

know;nrly : = I
; (a) comuinunicates classified co.mmumcatmns_,rmformafmon
or otherwise makes it available to an unauthorized person; .

(b) publishes classified communications information; or

~ prejudicial to the safely or interest of the United States. ‘
(2) Attempt and Conspiracy, Atterpt and conspiracy to vio-

v offenge.
(8) Definitions. In this section:
- (a) “communications/information” means information: . ..
- (i) regarding the nature, preparation or use of any code, : ’
: cnpher or cx;ypto;rraphm system of the Umted Sta‘tes or of -
. & forelgn power; - Llighe e
(ii) regarding the desmn, (.nnshuchon, nse, m.unten:mre :
“or vepade of any dovice, nppuentuy o applinace used orv

.

}"
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(d) knowingly reveals national security mformatwn to any- -

(1) Offense, A person is guilty of a Class C felony if he -

(¢) uses classified communications information in a manner -

~"_,late this section axe punishable cqualily w:th the completed;‘- -
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“prepared or planned for use by the United Stales or a {or-
- eign power for cryptographic or intelligence surveillance:
. purposes;
(iii) regarding the intelligence surveillance actlvxtles of ;;_}
the United States or a foreign power; or :

(iv) obtained by the process of intelligence survezllance
. from the comomunicalions of a foreign power;

“(h)-communications information is “classified” if, at the
“time the conduct is engaged in, the communications informa--
“ _-tion is, for reasons of national securily, specifically designated .
by a United States government agency for hmxted or restricted

- dissemination or distribution;

(c) “code,” “cipher” and “er ptographxc system” include,
in addition to their usual meanings, any method of secret writ '
ing and any mechanical or electrical device or method used for = |
the purpose of disguising or eoncealing the. cantents, signifi--;

cance or means of communications; : }
(d) “intelligence surveillance” means all procedures and
methods GSéd in the inlerception of communications and the
‘abtaining of information from such communications by other:
\than the infended recipienis;,

(e) “unauthorized person” means a person who, or agency |

- which, is not authorized to receive communications/informas "
“tion by the President or by the head of a Unifed Sta’req govern- .
-ment agency which is expressly designated by the President = -
- 10 engage in intelligence surveillance activities for the United i
. States;

© (f) “Loreign power” has the meaning prescr:bed m section
1112(4). * S
- (4) Congressional Use. This section shall not apply to the furs P
cmishing, upon lawful demand, of information to any regularly - .
~constituted commitiee of the Senate or House of Representatives

-of the Uniled States or joint commitiee thereof. Inapphcabxhty Lo
“under this subsection is a defense.

)

Convment

This section substantially carries forward the provmonq of 18U.S.C. g
798, Subsection (1) (e¢), in present law, reads: “. .. in a manner
-projudicial to the safety or interest of the United States or for the <.
advantage of any foreign power to the injury of the United States.”
The Intter phraso has been dropped as surplusage, The prosent Jaw
-(I.lbO montams ﬂm culpability rcqmmmunt ol “\\‘:l]fully," s woll ni .

80
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“knowingly;” but that rvequirement, which would probably be “in- ' - -
tentionally” under the Code formulations, has also been dropped. At -
the sahe time, however, the offense is graded somewhat loser than -
in present law (10 years), and the maiters covered by this section
are explicitly included in the definition of “national security infor-
Ination in espionage (§1112), where intent to injure the United
States is required and grading is at the Class A and B felony levels.

§ 1116, Communication of Classified Information by Publie
Servant, ‘ :
(1) Offense. A publicservantor former public servant is guilty
‘of a Class C felony if he communicates classified information to
~anagent or representative of a foreign government or to an officer
or mentber of an organization defined in 50 U.5.C. §782(5)
_‘(communist'ofganizations),;,“Classiﬁed information” means in-
‘formation the dissemination of which has been restricted by
. classification by the President or by the head of a United States
government agency with the approval of the President as affect-
ing the security of the United States. S :
~(2) Defenses, ' : :
(a) Itis a defense to a prosecution under this section that
the public servant or former public servant was specifically '
authovized by the President or by the head of the United States -
‘governimment agency which he served to make the communicas
tion prohibited by this section. - . ,
(b) Ii is an afficmative defense {0 a prosecution under this.
*, section that the former public servant obtained the information -
¢ in a manner unrelated to his having been a public servant oz,
- if not 8o obtained, it was not classified while he was a public .
servant, ‘ _ [ C :

|

Comment

This section brings the provisions of 50 U.S.C. § 783 (b) into Title 18,"
but extends the scope of the prohibitions to former public servants, .= .
subject to an approprinte aflirmative defense. The section continues -
existing law in requiring proof only of intentional communication of i
classified information by a public servant to a foreign nation or the
proscribed orvganization. No delense of faulty classification is pro-
vided#An alternative provision, prohibiting communication of classi- - -
fied-information by anyone, together with a defonse of inappropriste: “: -
classification, has been considered. No need for a change from curvent
- policy to a broader prohibition, long rejected by the Congress, appears -
to’;m_ve' been established. Seo Working Papers, pin 442, 450~53, 454-66,

S 177 £ 1Y PR ' - N
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wi. §1116. Prohibited Recipients Obtaining Information. R (
An agent or representative of a foreign government or an officer S
-or member of an organization defined in 50 U.S.C, §782(5) (com-
munist organizations) is guilty of a Class C felony if he: C

v (a) knowingly obtains elassified information, as defined in -
; section 1115; or - : : o
. (b) solicits anether to commit a crime defined in sections _
1112, 1113, 1114 or 1115, : ' ' "

Comment

/

'This section is the counterpart of § 1115 for certain recipients of
sensitive information and provides Class ¢ felony treatment of such .
i;)erson,s when they solicit violations of §§ 1112 to 1115. Seo Working
Lapers, pp. 442, 460-56, 457, 45661, ‘

§ 1117. Wartime Censorship of ‘Communications,

A person is guilty of a Class C felony if, in time of declared war.
and in violation of a statute of the United States, or regulation, °
‘ule or order issued pursuant thereto, he: :
. (a) knowingly communicates or attempts to communicate
;with the enemy or an ally of the enemy; o
. (b) knowingly evades or attempts to evade submission to :
censoxship of any communication:fiassing or intended to pass -
between the United States and a foreign nation; ‘ A A
+ (c) uses any code or device with intent to conceal from A
censorship the meaning of a communication described in para~ L |
graphs (a) and (b); or . Lo ‘
~ (d) uses any mode of communication knowing it is pros . i
- hibited by such statute or regulation, rule or order issued L - I

l

|

{

pursuant thereto.
T ' Conunent . SR
“ This section brings into the Code the wartime censorship provisions ==+« ¢
-of the Trading With the Enemy Act (50 U.S.C. App. §3(c) and =
(d)). The Trading With the Enemy Act refers to “declared war;?

and that limitation is continued here. Ses Working Papers, pp. 450-56, .- -
(457,458-61, -

'51118. BHarboring or Conéealing National Security Offenders.

-~ A person Is guilty of a Class C felony if he knowingly haxbors * " j
.+ Or conceals another who has committed orx is about to commit :

' treason (section 1101), sabotage (section 1005), espionage (wection _ b

. 1132), or murder of the President or Vice President (section ].60}1). B

' t |

|

ti

t
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